NudopManmnoHHAA MaMATKA AJ1A
O0yUYaIoIuXcA JAJi pa3MellleHUAa Ha
obumuaasbHbIX NHTEpHET-pecypcax

C KaXXJIbIM TOZIOM MOJIOJIE?KH B MHTEPHETE CTAHOBUTHCH OOJIbIIE, a IIKOJIBHUKU OJTHU U3 CAMBIX
aKTHUBHBIX ITOJIb30BaTesiell PyHera. Mexay TeM, IOMHMO OTPOMHOTO KOJIMUECTBA BO3MOXKHOCTEH,
WHTEPHET HeceT U MpobJiieMbl. JTa MaMsATKa I0JKHA TIOMOYb Tebe 6e301acHO HaXOIUTHCSA B CETH.

KomnvromepHsble supycwl

KoMnboTepHbINI BHPYC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX IIPOTPAMM, OTIUYHUTEIHHOUN
0COOEHHOCTBIO KOTOPOH SIBJISIETCSA CIIOCOOHOCTHh K PA3MHOXKEHUIO. B /0nI0/THEHNE K 3TOMY, BUPYChI
MOTYT TOBPEAUTHh WJIN IIOJHOCTBIO YHUUTOXKUTH Bce ailibl M JaHHBIE, MOJIKOHTPOJbHBIE
II0JIb30BATEJII0, OT UMEHU KOTOPOTo ObLIA 3allyllleHa 3apaykKEHHASA IPOrpaMMa, a TaKKe IOBPEIUTh
WIN JlaKe YHUUTOXKUTH ONEPAIMOHHYI0 CHUCTEMY cO BceMH aillaMu B 11eJIoM. B G0JIbIIMHCTBE
CJIy4aeB pacIpoOCTPAHAIOTCA BUPYCHI Uepe3 UHTEPHET.

Memoodut 3awumusl 0m 8pe0OHOCHBIX NPOZPAMM

1. Mcnionib3yii coBpeMeHHBIE OIlepalliOHHBIE CUCTEMBI, NMeIOIINe CEPbE3HBIN YPOBEHD 3AIUTHI OT
BPEOHOCHBIX IIPOTPAMM;

2. IlocrossHHO ycraHaBiauBall mnauTh (1UdpOBbIE 3aIUIATKU, KOTOPBlE ABTOMATHYECKU
YCTaHABJIUBAIOTCA C I€JIBI0 OPAOOTKU IIPOTPAMMBI) U JIpyTrre 0OHOBJIEHHS CBOEH ONeparluOHHON
cucteMbl. CkaunBal UX TOJIBKO ¢ opunraapHoro caita pazpaborurka OC. Eciiu cyiiecTByeT pexxum
aBTOMAaTHUYECKOT0 OOHOBJIEHU S, BKJIIOUH €T0;

3. Paboraii Ha CBOEM KOMIIBIOTEpPE O] MPABAMH IOJIb30BATENA, 4 HE aIMUHUCTPATOPA. DTO HE
MIO3BOJIUT OOJIBIITUHCTBY BPEIOHOCHBIX MPOTPAMM HHCTAJIMPOBATHCS HA TBOEM IEPCOHATBHOM
KOMIIBIOTEDE;

4. Hcmonp3ylh aHTUBHUPYCHBIE IIPOTPAMMHBIE TPOAYKTHI H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb GU3NYECKUH JOCTYI K KOMITBIOTEPY JIJISI TOCTOPOHHUX JIUII;

6. Hcrnosnp3yid BHENIHHME HOCUTeNN HWH(OpManuu, Takue Kak ¢Jiemka, AUCK wid Gaia u3
MHTEPHEeTA, TOJIbKO U3 IPOBEPEHHBIX UCTOYHUKOB,;

7. He oTKpbIBall KOMNBIOTEPHBIE (aMIbl, OJyUYeHHbIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxke Te
¢daiinbl, KOTOPBIE MTPUCIIAT TBOM 3HAKOMBIH. JIyullie yTOUHU y HETO, OTIPABJIAII JIU OH Tebe UX.

Cetu WI-FI

Wi-Fi - 3To He B/l Ilepeiayul JAHHBIX, He TEXHOJIOTHS, a BCETO JIUIIb OpeH/1, Mapka. Eire B 1991 roay
HUJIepJIaH/ICKasi KOMITaHus 3apeructpupoBayia 6pens; « WECA», uto 0603HaUaIO CJIOBOCOYETAHHUE
«Wireless Fidelity», koTopblil mepeBoAUTCS KaK «OeCIpoBOAHAS TOYHOCTD».

Jlo Ha1Iero BpeMeHH JIoIIIa Jpyrast abbpeBruaTypa, KOTopas ABJISIETCSA TAKOH K€ TEXHOJIOTHEN. DTO
abopeBuartypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JIaHO C HAMEKOM Ha CTaH/ApT BBICIIHUUA 3BYKOBOU
texHuku Hi-Fi, 4To B mepeBojie 03HAUAET «BBICOKAS TOUHOCTbY.

Jla, OecmiaTHBIA HWHTEPHET-AOCTYI B Kade, OTeJsAX U adpoIopTax SABJAETCA OTIMIHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHe 3KCIepThl CYUTAIOT, UTO 001Ie/iocTyiHble Wi-Fi
CEeTH He ABJIAIOTCH 0€30MacHbIMU.



Cogemut no 6e3onacHocmu paéome 6 oowedocmynuwbix cemax Wi-fi:

1. He mepenaBaii cBow JTudHyI0 nHGOpMAaIU0 yepes obmenoctynabsie Wi-Fi cern. Paboras B HuX,
JKeJIaTeJIbHO He BBOJUTD IIAPOJIH AOCTYIIA, JIOTUHBI U KaKHe-TO HOMePa;

2. Hcmonb3yili W OOHOBJIAH aHTUBUPYCHbIE INpPOrpaMMbl M OpaHamayep. TeM caMbIM Thbl
obe3omacuIllb ce0s1 OT 3aKaUKH BUPYCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnonp3zoBanuu Wi-Fi otxkiatoun dyHkiuio «O0mui moctyn K aiiaMm U IpUHTEPaM».
JlanHas QyHKIUSA 3aKPhITA [10 YMOJIUYAHUIO, OTHAKO HEKOTOPBIE IT0JIb30BATEIN AKTUBUPYIOT €€ JIJIs
yI00CTBa UCITOJIb30BAHUSA B paboTe Wi yuele;

4. He ucnosnbayit mybsmunsiii WI-FI 111 nepeiauu IMYHBIX JAHHBIX, HAIIpUMep: /I BBIXO/IA B
collasIbHbIE CEeTU WU B 3JIEKTPOHHYIO I10YTY;

5. Mcnonb3y# TosibKO 3amuineHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope Beb-
azpeca BBogu UMeHHO «https://»;

6. B moOounpHOM TesnedoHe ortkiawun QyHrnuio «Ilogkaouenme k¥ Wi-Fi aBromatuuecku». He
JIOIyCKail aBTOMATUYeCKOT0 OJIKII0UeHHA ycTporiceTBa K ceTsiM Wi-Fi 6e3 TBoero corsacusi.

CouuaavHble cemu

ConpasbHbIE CETH AKTUBHO BXOMASAT B HAIy KU3Hb, MHOTHE JIIOJIM PAbOTAIOT U JKUBYT Tam
IIOCTOSIHHO, a B Facebook y»ke 3aperucrprupoBan Mujutnapy, 4eja0BeK, UTO SABJISETCSA OHOM ceIbMOM
BCEX JKHUTeJIeH IIaHeThl. MHOTHE M0JIb30BaTeI He IIOHUMAIOT, UTO WH(OpMaIus, pa3MelieHHast
VMU B COIIMAJIBHBIX CETAX, MOXKET OBITh Hal/IeHA U WCIIOJIb30BAHA KEM YTOJHO, B TOM UFHCJIE HE
00513aTeJIbHO ¢ 6J1aTUMU HAMEPEHUSMU.

OcHoBHble cosembl N0 6e30NACHOCINU 8 COUUAABLHBIX CEMAX:

1. OrpaHuYb CIUCOK JIpy3el. Y TebsI B PY3bsiX He TOJDKHO OBITh CITyYaHBIX ¥ HE3HAKOMBIX JIFO/IEH;

2. 3amumiail cBol YacTHyIO ku3Hb. He ykaspiBail maposu, TesiedOHBI, azipeca, ATy TBOETO
pOXKZEeHUsA U APYTYI0 JIMUHYI0 WHGpOPMAIUIO. 3JIOYMBIIUIEHHUKN MOTYT HCIOJb30BaTh JaKe
MH@OPMAIIHIO O TOM, KaK Thl ¥ TBOU POJUTEIIH IIJIAHUPYETe IPOBECTU KAHUKYJIbI;

3. 3amuImnan CBOIO PeIyTaIrIo - JIEPKH €€ B UHCTOTE U 3aj/1aBail cebe BOIIPOC: XOTesI ObI ThI, UTOOBI
JIpyTHE I0JIb30BaTeIN BUEIH, UTO ThI 3arpyskaelib? [Togymaii, mpek/e 4eM YTO-TO OITyOJIMKOBATh,
HaIMCaTh U 3aTPy3UTh;

4. Eciy ThI TOBOPUIIIB C JIIObMU, KOTOPBIX He 3Haelllb, He UCII0Ib3YH CBOe peasibHOe UMS U APYIYIO
JINYHYI0 HHGOPMALUU: UM, MECTO JKUTEIbCTBA, MECTO yUeObl U IPOYeE;

5. 36eraii pa3metenus ¢pororpaduil B IHTepHETE, I/ie Thl N300pakeH Ha MECTHOCTHU, 10 KOTOPOH
MOXKHO OIIPEZIETTUTD TBOE MECTOIIOJIOKEHHE;

6. IIpu perucrpaiuu B COUAIBHOMN ceTU He0OX0/IMMO HCII0JIH30BaTh CJIOKHbBIE IAPOJIH, COCTOSAIE
13 OyKB U IU(}P U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;

7. JI71 conMaabHOU CETH, MOYTHI M APYTHUX CAWTOB HEOOXOIMMO HCIOJIb30BATh PA3HbIE TMAPOJIH.
Torza ecsin Tebs B3JIOMAIOT, TO 3JI0yMBIIIJIEHHUKY MOJIYYaT JOCTYII TOJIBKO K OJTHOMY MeCTY, a He
BO BCe Cpasy.

daexmpoHHbIe 0eHb2U

AJIEKTPOHHBIE JEHBI'M — 3TO OYeHb YAOOHBIA CIOCOO TIaTeXKel, OMHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT ITOJIyYHUTD 3TH JIEHbIH.



DeKTPOHHbBIE IeHbIU MOABUINCH COBCEM HEZJaBHO U UMEHHO U3-32 3TOT0 BO MHOTHX T'OCYAapCTBAX
JI0 CUX TIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU (PyHKIMOHHPYIOT ¥ O HUX Y»Ke IIPOIKCAHO B 3aKOHE, I/le UX pa3/AesdrT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U He aHOHUMHBbIe. Pa3HUIla B TOM, 4YTO aHOHUMHEIE - 3TO Te, B
KOTOPBIX paspemraeTcsi MPOBOAUTh omepanuu 06e3 wuAeHTUPUKANUU [0Jb30BaTessA, a B
HEAHOHUMHBIX UJIEHTU(OUKAI[UY TT0JIb30BATES SABJISETCS 005S3aTeThHOM.

Tak:xe cyiefyeT pa3jandaTh 3JIeEKTPOHHBIE (PUaTHBIE JIeHbIU (PaBHBI TOCYAapPCTBEHHBIM BaJIIOTaM) U
BJIEKTPOHHBIE He(UATHBIE IeHbI'N (He PaBHBI FOCY/IaPCTBEHHBIM BIIOTaM).

OcHogHble cosembl NO 6e30NAcHOoll padome ¢ IAEKMPOHHBIMU OeHb2AMU:

1. ITpuBSIKY K cUeTy MOOUIIBHBIN TesieoH. ATO caMbIil YIOOHBIHN U OBICTPBIN CIIOCOO BOCCTAHOBUTD
JOCTYTI K cuery. [IpuBsi3aHHBIN TeeOH ITOMOIKET, €T 3a0y/elb CBOU IIJTaTEKHBIU TapOJIb WU
3aii/IelIb Ha CaliT C HE3HAKOMOTI'O YCTPOICTBA;

2. Vcnob3y#t oiHOpa3oBbie maposu. Ilociie mepexoia Ha YCHJIEHHYIO aBTOPHU3AIUIO Tebe yiKe He
Oy/ieT yrpoXKaTh OIMACHOCTh KPak¥ WJIM TlepPexBaTa IJIaTesKHOTO apoJis;

3. Beibepu cioxubIll maposnb. [IpecrymHukam OyAeT He MPOCTO YrajaTh CJAOKHBIM IapOJIb.
Hajniexxaple maposii — 5TO IapoJIM, KOTOPBIE COJIePKAT He MeHee 8 3HAKOB U BKJIIOYAIOT B cebs
CTPOYHBIE U TPOTIHCHBIE OYKBBI, IU(PHI K HECKOJIHLKO CHUMBOJIOB, TaKHe KaK 3HAK J0JuIapa, QpyHTa,
BOCKJIUIATeIbHBIN 3HAK U T.I. Hanpumep, StROng!;;

4. He BBOAM CBOM JINUHBIE JaHHbIE HA CaﬁTaX, KOTOPBIM HE J0BEPAECIIDb.

DJEKTpPOHHAA II0YTA

AJIEKTPOHHAA IMOYTA — 3TO TEXHOJIOTUS U TPEAOCTABJISIEMbBIE €10 YCIYTU IO IIePEChUIKE U
TTOJTyYE€HHU 0 SJIEKTPOHHBIX COOOIEHNH, KOTOPBIE PACIIPENEIISIIOTCA B KOMITBIOTEPHOU ceTH. OOBITHO
3JIEKTPOHHBIN IIOYTOBBIN AIAK BBITJIATUT CIIEYIOTITM obpazom:
UMs_TI0JIb30BATEIA@UMs_/OMeHa. Takke KpoMe Tiepefjauydl IPOCTOT0 TEeKCTa, WMeeTCs
BO3MOKHOCTD IlepesiaBaTh (haibl.

OcHoBHble cogembl NO 6e30NACHOL padome ¢ 3NeKMpPOHHOIL NOUMOiL:

1. Hazio BeIOpaTh MpaBUJIbHBIN IOUTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BEIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBHCOB, OJTHAKO JIyUllle JOBEPSTh TEM, KOTO 3HAEIIb U KTO IIEPBBIN B PENUTUHTE;

2. He yxkaspiBali B JINYHON mo4uTe JN4Hyl0 wuHopMmarnuo. Hampumep, sydiie BbIOpaTh
«MY3BIKaJIbHBIN_(paHAT@ » WJIU «POK2013» BMeCTO «TeMal3»;

3. HUcnosnp3yil ABYXATANHYI0 aBTOPU3AIMIO. JTO KOTJ/IAa IMOMHMO IApoJis HY>KHO BBOAUTH KOJ,
IpuchLUIaeMblil mo SMS;

4. Bpibepu CJIOKHBIM MapoJsib. [/ KakA0TO MOYTOBOTO AITUKA JOJKEH OBITH CBOW HAJIEKHBIM,
YCTOUYMBBIHN K B3JIOMY [1aPOJIb;

5. Eciiu ecTh BO3BMOKHOCTH HAIIMCATh caMOMy CBOM JINYHBIHN BOIIPOC, HCHOJII)BYﬁ 9Ty BOSMOZKHOCTD,

6. Vcnosb3yil HECKOJIBKO IOUYTOBBIX SAIIUKOB. IIepBBI JIJIs YacTHON HEPENUCKU C a/ipecaTaMu,
KOTOPBIM THI JJOBEPSEINTh. ITO BJIEKTPOHHBIN aJipec He HaJ0 UCIOJIb30BaTh MPU PErucTpanuy Ha
dopymax u caiTax;

7. He oTkpbIBail (haliyibl U APyTrUe BIOXKEHUA B MUChMAaX JAXKe eCJIM OHU IPUIILIA OT TBOUX APY3ell.
Jlydiiie yTOYHH y HUX, OTIIPABJIAJIN JI OHU Tebe 3TU (ailybl;



8. ITocsie okoHUaHUA PabOTHI HA IOYTOBOM CepBUCe Iepe/] 3aKPhITHEM BKJIQ/IKU € CAiTOM He 3a0y/b
Ha’KaTh HA « BBIMTH».

Kubepoyaaune uau supmyaavbHoe u3desamerbCmeo

Ku6epOy/LtMHrT — mpecyefloBaHNEe COOOIIEHUSMU, COAEPKAIUMH OCKOPOJIEHUS, arpeccHIo,
3allyTUBaHUE; XYJIUTAHCTBO; COIMAJIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3JIMYHBIX MHTEPHET-
CEpPBHCOB.

OcHosHble cogembl nNo 0opbOe ¢ KUbepoYyAAUH2OM:

1. He 6pocaticst B 60#. JIydmuii crroco0: mocoBeTOBAaThCA KaK ce0s BECTH U, €CJIM HET TOTO, K KOMY
MO?KHO OOPaTUTHCA, TO BHAUaJIe YCIOKOUTHCA. ECiM Thl HAYHEIIb OTBEYaTh OCKOPOJIEHUSIMU Ha
0CKOpOJIEHUS, TO TOJIBKO ellle OOJIbIIIe Pa30sKKeITb KOH(IUKT;

2. YripaBiisiii cBoel KubepperyTamuei;

3. AHOHUMHOCTh B ceTu MHHMAasA. CyIecTBYIOT CIIOCOObI BBISICHUTDH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout BecTu XyJWUraHCKUN 00pa3 BUPTYaJIbHOHN XKU3HU. VIHTepHeT (UKCUPYyeT BCe TBOU
ZIeVCTBUA U COXpaHAET UX. YIAIUTh UX OyZleT KpaiiHe 3aTpy/IHUTEIBHO;

5. CobOuioziaii cCBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyil eguHUYHBI HeraTuB. OJHOpPA30BblE OCKOPOUTEbHBIE COOOIIEHUS JIydIlle
UrHOpupoBaTh. OOBIYHO arpeccusi IPeKpaIIaeTcs Ha HAYaJIbHOMN CTaIuH;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITUATHHBIX CETAX €CTh
BO3MOXKHOCTb OJIOKMPOBKH OTIIPABKU COOOIIIEHUH C OIIpe/IeJIEHHBIX aJ/IPECOB;

8. Ecsim ThI cBuzeTenp kuOepOysutnHTa. TBOM AEHCTBUA: BBICTYIUTHh IIPOTHUB IIPECIIE€/I0OBATEA,
II0OKAa3aTh €My, UTO €ro JIeHCTBUA OIleHNBAIOTCA HETATUBHO, MTO/IEPKATh KEPTBY, KOTOPOU Hy»KHA
MICUXOJIOTUYECKAS TTIOMOIIlb, COOOIIUTH B3POC/IBIM O (haKTe arpeCCUBHOTO MOBEJIEHUS B CETH.

MoobGuavHublit meaedonr

CoBpeMeHHbIEe cMapT(OHBI U IUIAHIIETH COZAEP:KaT B cebe BIIOJIHE B3POCIBIA (QYHKIMOHAI, U
Tellepb OHU MOTYT KOHKYPHUPOBATh CO CTAI[lMOHAPHBIMH KOMIIbloTepaMu. O7[HAKO, CPE/ICTB 3aIIUThI
JUIl TIOMOOHBIX YCTPOUMCTB IIOKA O4YeHb Masio. TecTMpoBaHWE U TIOUCK YSI3BUMOCTEM B HUX
IIPOUCXOJUT He TaK MHTEHCUBHO, Kak Jiyid [1K, To ke camoe KacaeTcs 1 MOOUJIBHBIX IPUJIOKEHU .

CoBpeMeHHbBIE MOOHMIBbHBIE Opay3€ephl y:Ke MPAKTHYECKU JIOTHAIN HACTOJIbHBIE AaHAJIOTH, OTHAKO
pacmupeHue (pyHKIMOHAIA BeYeT 32 COO0M OOJIBIIYIO CI0?KHOCTh U MEHBIITYIO 3aIUIIeHHOCTb.

Jlaseko He Bce MPOU3BOUTENU BBIITYCKAIOT 0OHOBJIEH U, 3aKPBIBAIOIIIE KDUTHYECKHUE YSI3BUMOCTH
JIULsT CBOUIX YCTPOWCTB.

OcHoeHble cogembl 015 0e30NacHOCIMU MOOUAbHO20 meaedona:

1. Huuero He sABisgeTcsA mo-HacToAlleMy OeciiaTHBIM. Byab OCTOpOXKeH, BeAb Korza Tebe
Ipe/IarailoT OecrIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIJIaTHbBIE YCIIYTH;

2. Jlymaii, npexze ueM oTupaBuTb SMS, ¢oTto unu Buseo. Thl TOUHO 3Haellb, T7le OHU OYAYT B
KOHEUYHOM uTtore?

3. Heo6xoarMo 06HOBIIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

4. HCHOHBBYfI AHTUBHUPYCHbIE ITPOTrPAMMBbI JJIA MOOMJIbHBIX TeJIe(l)OHOB;



5. He 3arpyxail npujoxkeHUs OT HEU3BECTHOTO HCTOYHUKA, BeAb OHU MOTYT COJlep>KaTh
BPEZIOHOCHOE IMPOrPaMMHOe 00ecrieYeHHE;

6. ITocsie TOTO Kak THI BHIUIENIH C CATA, I7le BBOJWJII JIMUHYIO WHGOPMALNIO, 3aU/I1 B HACTPOUKH
Opaysepa u ygaiu cookies;

7. Illepuoguuecku MpoOBePsH KakKe MJIaTHBIE YCJIyTU aKTUBUPOBAHbBI HA TBOEM HOMEPE;

8. JaBaii cBoil HOMep MOOWJIBLHOTO TejiehOHA TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAEIIb U KOMY
ZlOBepsielllb;

9. Bluetooth mosxkeH OBITH BBIKJIIOUEH, KOTZa ThI UM He MOJIb3yellibcs. He 3a0biBaii MHOTIA
IIPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAMH-UTPBI - JTO KpacouyHble, 3aXBaThIBAWOIINE pa3BjedyeHUs,
00beIUHAIONINE COTHU THICAY UeJIOBEK MO BceMy MUpy. VITpOKU HCCIIeyIOT JAaHHBIM UM MUD,
OOIIAIOTCSA IPYT € APYTOM, BBINOJIHAIOT 33/IaHUS, CPAXKAIOTCA C MOHCTPAMU U IOJIyYaIOT OIBIT. 3a
Y/IOBOJIBCTBUE OHU IJIATAT: MOKYIIAIOT AUCK, OIIAYMBAIOT a00OHEMEHT WJIM ITPUOOPETAIOT KAKHUE-TO
OTILIUU.

Bce sTu cpezicTBa WIyT Ha HOJ/lepKaHUe U Pa3BUTHE UTPHI, a TakKe Ha caMy 0e30I1acHOCTb:
COBEPIIIEHCTBYIOTCA CUCTEMBI AaBTOPU3AIHH, BBIITYCKAIOTCA HOBBIE MaT4yH (11 pOBbIe 3aIIaTKU AJIA
IIPOTrpaMM), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B mogobHBIX MTIpax CTOUT OHAacaThCs HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO KPa*KU TBOETO
1apoJsisi, Ha KOTOPOM OCHOBaHA CHCTEMA aBTOPU3AINU OOJIBIIUHCTBA UTP.

OcHoBHble cosembl N0 0e30NACHOCINU MB0E20 UZPO0B020 AKKAYHMA:

1. Ecotu ipyroii urpok BezieT ce0s II0X0 WM co3/1aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH ero B CIIKCKe
HUTPOKOB;

2. Tloxanyiica agMUHHCTpATOpaM HUIpPbl Ha IJIOXOE€ IOBEeJieHUEe 3TOTO UTPOKA, >KeJJaTeJIbHO
MIPUJIOKUTD KaKHe-TO JJOKa3aTeJIbCTBA B BU/le CKPUHOB;

3. He ykaspiBail TuuHy0 HHPOPMAIUIO B IIpodaiijie Urphl;
4. YBaXkaul Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBiuBaul HeopulimaabHble IaTYX U MOJIbI;

6. Mlcnosib3yH CJI0KHBIE U pa3HbIEe ITapOJIH;

7. Jlaxke BO BpeMs UTPBHI He CTOUT OTKJIOUaTh aHTUBUDYC. Iloka ThI Urpaerib, TBOU KOMIBIOTED
MOTYT 3apa3uTh.

DuuHZ UAU KPAHCA AUUHBLX OAHHBLX

OObIYHOUM Kpakel JeHer U JIOKYMEHTOB CErOofHs y»Ke HUKOTO He YAWBHIIb, HO C pPa3BUTHEM
VHTEPHET-TeXHOJIOTUHN  3JI0YMBIIUIEHHUKU II€peMEeCTHUJINCh B WHTEPHET, U IIPOJIOJI’KAIOT
3aHUMATbHCA «JIIOOUMBIM» JI€JIOM.

Tak mosiBUIaCh HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WU (DUIIMHT, TJIaBHAA I[eJTb KOTOPOTO
COCTOUT B TOJIyUeHUU KOH(HU/IEHITNATBbHBIX JaHHBIX M0Jb30BaTeIell — JIOTHHOB U mapoJsieid. Ha
aHTIUICKOM sA3bIKe phishing untaercsa kak dumunr (ot fishing — peibnas o, password —
11apOoJIib).

OcHosHble cogembl no 6opbvoOe ¢ huwurH2oM:




1. Cnezm 3a CBOMM AKKAayHTOM. Ecnu b1 IMoAO3peBaciiib, 4YTO TBOA aHKETA ObLIa B3JIOMaHa, TO
HeO6XOI[I/IMO 336)IOKI/IpOBaTI> ee u COO6IIII/ITI) AIMHUHHUCTpATOpPaM pecypca 00 BTOM KaK MOKHO
CKOpee;

2. Mcniosp3yii 6e30macHble BeO-CaiThl, B TOM YHCJIe, HHTEPHET-Mara3nHoB U ITOMCKOBBIX CHCTEM;

3. Hcnosnp3y#l ciokHBIE W pa3Hble maposu. Takum obpa3oM, ecau TeOs B3JIOMAIOT, TO
3JI0YMBIIJIEHHUKU II0JIy4YaT JOCTY TOJBKO K OJHOMY TBOeMY IIPO(]UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B371IOMand, TO HEOOXOAMMO IPEAYIPEIUTbh BCEX CBOMX 3HAKOMBIX, KOTOpPHIE
JlobaBjIeHBI Y TEOSA B APY3bAX, O TOM, YTO TeOS B3JIOMaId M, BO3MOXKHO, OT TBOEr0 UMeHU Oy/ieT
pacchLIaThCs CIIaM U CChIKU Ha (DUIIMHTOBbBIE CAUTHI,

5. YcraHoBY HaJieXkHBIN 11aposib (PIN) Ha MOOMIBHBIH TestedOH;
6. OTKIIIOYY COXpaHEHHUeE MapoJisi B Opaysepe;

7. He oTkpbIBail haliyibl U APyTrUe BIOKEHUA B IUChMAaX JAXKe eCJIM OHU IPUIILIA OT TBOUX APY3eil.
Jlydiie yTOYHH y HUX, OTIIPABJISAJIN JIM OHU Tebe 3TU (ailybl.

Iudposasa penymauusn

IMudpoBaa pemyramumsa - 5TO HeraTUBHAasA WIM IO3UTHBHas WHopMarus B ceTu o Tebe.
Komnpomerupytomasa uHdopManus pa3MellleHHas B HWHTEPHETe MOXKET Cepbe3HbIM 00pa3oM
OTPa3UThCA Ha TBOeU peasibHOU ku3HU. «IludpoBasd pemyTanus» - 3TO TBOU UMUK, KOTOPBIHI
dopmupyetcsa uz uadopmaryu o Tebe B UHTEPHETE.

TBOe MecTO XKHUTeJbCTBA, yueObl, TBOoe (DUMHAHCOBOE IIOJIOXKEHHUE, OCOOEHHOCTH XapakKTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATIUBAETCS B CETH.

MHoOTHe TOAPOCTKHU JIETKOMBICIEHHO OTHOCATCA K IyOJMKAnuM JIMYHOH WHGOpMAanuud B
HHTepHETE, HE MOHMMAas BO3MOXKHBIX MTOCJIECTBUN. ThI 1ake He CMOXKEIIh J0TaJIaThCsA O TOM, UTO
dororpadus, pazmeleHHasn 5 JeT Ha3a/, CTajaa IPUINHON O0TKa3a MPUHATH Tebs Ha paboTy.

KommenTapuu, pasmelienrne TBoux (ororpaduii u ipyrue eiCcTBUSA MOTYT HE UCUYE3HYTh JaxKe
IIOCJIE TOTO, KaK ThI UX y/lauillb. Thl He 3Haelllb, KTO COXPAaHWJI 3Ty UH(pOpMAIHIO, IoMaja JIu OHa
B IIOKMCKOBBIE CHCTEMbBI M COXPAaHWJIACh JIM OHA, a TJIaBHOE: YTO IOAYMAIOT O Tebe OKpy:Kaloliee
JIIOIY, KOTOPBIe HAW/IyT U yBUJIAT 5T0. HaliTu mHMOpMAIIUIO MHOTO JIET CITyCTsI CMOKET JII000H - Kak
13 100pBIX OOYKAEHUHN, TaK U ¢ HAMEPEHUEM IPUIUHUTD BPeJl. ITO MOKET OBITh KTO YTOJIHO.

OcHo8Hble cosembl nNo 3awume uu@dpoeoit penymavuu:

1. [Togymaii, mpek/ie YeM 4TO-TO IyOJIMKOBATh W TepefaBaTh y cebsi B 610Te WX B COIUATBHOU
CceTu;

2. B HacTpoiikax mpoduss YCTaHOBH OTPAaHUYEHHS HA IMPOCMOTD TBOETO MPOPUIA U €ro
COJIEP’KUMOTO, C/ieJIall €0 TOJIBKO «JJISI APY3€eH»;

3. He pasmemaii u He ykaspIBaii MH(OpPMAIHIO, KOTOpas MOKET KOro-JH00 OCKOPOJISATH HJIH
00MXKaTh.

Aemopckoe npaso

CoBpeMeHHBIE IIKOJbHUKM- aKTUBHBIE I10JIb30BaTes i HMUPPOBOro mpocrpaHcTBa. OJHAKO
JlaJIeKO He BCe 3HAIOT, YTO I0JIb30BaHME MHOTUMU BO3MOXKHOCTAMU IUGPOBOTO Mupa Tpebyet
co0JII0/IeH A NIPaB Ha UHTEJIJIEKTYaJIbHYIO COOCTBEHHOCTD.

TepMUH  «HHTEJUIEKTyaJbHasd COOCTBEHHOCTb» OTHOCUTCA K  Pa3/IMYHBIM  TBOPEHUSIM
YeJI0BEUECKOTr0 yMa, HAUMHAasl C HOBBIX M300peTeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA



IIPOAYKTHI U YCJIYTH, U 3aKaHUYMBasg KHUraMu, pororpaduamu, KHHOPUIbMaMU U My3bIKaJIbHBIMU
IIPOU3BE/ICHUAMU.

ABTOpCKHE IpaBa - 3TO [IpaBa HA HHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh HAa IIPOU3BE/IEHUS HAYKH,
JIUTEepaTypbl U MCKyCCTBa. ABTOpDCKHE IIpaBa BBICTYNAIOT B KaudecTBe TapaHTUU TOTrO, 4TO
VHTEJIJIEKTYJIbHBIN/ TBOPUECKUI TPy aBTOpa He OyAeT HAIPACHBIM, JIACT €My CIIpaBe/JIUBBIE
BO3MOKHOCTU 3apaboTaTh Ha Pe3yJbTaTaX CBOEro TPy, MOJIYYUTh U3BECTHOCTh U IPU3HAHUE.
HukTo 6e3 paspeliieHus aBTopa He MOKET BOCIIPOU3BOAUTH €T0 MPOU3BEJIEHNE, PACIIPOCTPAHSATS,
MyOJIMYHO JEMOHCTPUPOBaTh, IpPOAAaBaTh, HMIIOPTUPOBATh, IIyCKaThb B IIPOKAT, IyOJIUYHO
WCIIOJIHATD, TIOKa3bIBATh/UCIIOJIHATD B 3(pUpe Wi pa3MeniaTs B IHTepHeTe.

Hcnosip3oBaHue «ITUPATCKOTO» IMIPOrPaMMHOr0 obecrieueHusl MOXKeT IPUBECTU K MHOTHUM PUCKaM:
OT IOTEPU JIAHHBIX K TBOUM aKKayHTaM /10 OJIOKMPOBKU TBOETO YCTPOMUCTBA, T7I€ YCTAHOBJIEHHBIN HE
JlerajibHasl mporpamMMa. He cTouT Takike 3a0BIBaTh, UTO CYIIECTBYET JieTaJbHbIE U OecILIaTHbBIE
IIPOTPaMMBbI, KOTOpbIe MOKHO HalTU B CETH.

O noprasne

CereBUYOK.p( - TBOI IJIaBHBII COBETYHK B CETU. 3/1€Ch ThI MOXKEIb Y3HATh O OE30MIACHOCTU B
CETH MOHATHBIM U JIOCTYIIHBIM SI3bIKOM, a IPY BO3HUKHOBEHUH KPUTUUECKOU CUTyaI[Ul 0OPAaTUThCA
32 COBETOM. A TakKe IPUHATH ydacTHe B KOHKYyPCax U CTaTh CaMbIM IIU(PPOBBIM I'Pa*KTaHUHOM!
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